
 
 

Cybersecurity Incident Response 
Forensic Firm Resources 

 
The information provided in this document does not, and is not intended to, constitute legal 
advice. All information and content are for general informational purposes only. Please seek 
legal advice from your own attorney. 
 
When a campaign experiences a cybersecurity incident, it may be useful to consult with and 
retain a cybersecurity forensic firm to conduct an investigation into the cause and impact of the 
cybersecurity incident and assist with remediation efforts.  
 

FORENSIC FIRM CONTACT INFORMATION 
 

Below is a list of third-party cybersecurity forensic firms that specialize in incident response and 
forensic investigation.  
 
This list is intended to serve as a useful resource only. It is not intended to serve as an 
endorsement or recommendation of any forensic firm. 
 
Cybersecurity Forensic 
Vendor Website Incident Response Hotline 

Ankura www.ankura.com/  N/A 

Arete Incident Response www.areteir.com +1 866-210-0955 

Atlantic Data Forensics www.atlanticdf.com +1 800-270-9034 

BlueVoyant www.bluevoyant.com +1 646-586-9914 

Booz Allen Hamilton www.boozallen.com +1 844-506-6774 

Charles River Associates www.crai.com +1 866-272-2923 

CrowdStrike www.crowdstrike.com +1 855-276-9347 

Crypsis www.crypsisgroup.com +1 855-875-4631 

FTI Consulting www.fticonsulting.com N/A 

Kivu Consulting kivuconsulting.com +1 855-548-8767 

Kroll www.kroll.com +1 877-300-6816 

Mandiant www.fireeye.com +1 866-962-6342 

Secureworks www.secureworks.com +1 877-838-7947 

SpearTip www.speartip.com +1 833-997-7327 

Stroz Friedberg www.aon.com/cyber-solutions +1 800-519-2743 

Tracepoint www.tracepoint.com +1 844-872-2304 
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ADDITIONAL ELECTION SECURITY RESOURCES 
 
 
Certain cybersecurity forensic firms focus on election security and offer resource pages with 
educational and strategic tips and techniques.  Links to these resource pages can be found below.  
 
CrowdStrike 
 

� https://www.crowdstrike.com/election-security/  
 
Kroll 
 

� https://www.kroll.com/en/insights/publications/cyber/protecting-us-elections-security-be
yond-the-machine  

 
Mandiant 
 

� www.fireeye.com/products/government/election-security.html 
The Election-Security page has links to information, recommendations, and additional 
resources both inside and outside FireEye/Mandiant. 
 

� www.fireeye.com/mandiant/advantage.html 
Mandiant’s Cyber Intelligence Portal, called Mandiant Advantage, is now allowing free 
access. There is a lot of Election Security related actionable cyber threat intelligence 
within the portal.  Anyone can learn more and request an account. 
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