
 
 
 

DEFENDING DIGITAL CAMPAIGNS 
 

STATE DATA BREACH NOTIFICATION LAWS SUMMARY - QUICK REFERENCE CHART 
 

 
Please note that the information provided below is not intended to constitute legal advice. All information and content are for general informational purposes only. The chart is current as of October 2020. The state laws listed below may 
have been amended since the date of this document. For this reason, please consult with your data breach, compliance, or election law attorney prior to notifying any individual, state regulator, and consumer reporting agency in the event 
of a cybersecurity incident. 
 
In the event of a cybersecurity incident, and depending on the type of data implicated, you may be required to report the incident to affected individuals, state regulators, or consumer reporting agencies (CRAs). For your reference, we 
provide this 50-state1 chart to assist your campaign in understanding the triggers and timelines for potential individual, regulator, and CRA notification obligations in the event of a cybersecurity incident. Threshold definitions of personal 
information is provided by state. The definitions vary by state, and your campaign should familiarize itself with the types of data you collect, process, or store regarding your employees, contractors, volunteers, or donors, as well as the 
states of residence of those individuals. As a general matter, personal information under state data breach notification laws does not include publicly available information that is lawfully made available to the general public from federal, 
state or local government records or widely distributed media. 
 

INDIVIDUAL NOTIFICATION TIMELINES 
 

States requiring notice to individuals within 30 days Colorado; Florida; Maine; Washington 
States requiring notice to individuals within 45 days  Alabama; Arizona; Maryland; New Mexico; Tennessee; Ohio; Oregon; Rhode Island; Vermont; Wisconsin 
States requiring notice to individuals within 60 days  Delaware; Louisiana; Texas 
States requiring notice to individuals within 90 days  Connecticut 
States requiring notice to individuals without undue delay / as soon as possible Alaska; Arkansas; California; District of Columbia; Georgia; Guam; Hawaii; Idaho; Illinois; Indiana; Iowa; Kansas; 

Kentucky; Maine; Massachusetts; Michigan; Minnesota; Mississippi; Missouri; Montana; Nebraska; Nevada; New 
Hampshire; New Jersey; New York; North Carolina; North Dakota; Oklahoma; Pennsylvania; Puerto Rico; South 
Carolina; U.S. Virgin Islands; Utah; Virginia; West Virginia; Wyoming 

 
STATE REGULATOR NOTIFICATION TIMELINES 

 
States requiring notice to the state regulator prior to giving notice to an individual Maryland; New Jersey 
States requiring notice to the state regulator earlier than 14 days  Puerto Rico (10 days) 
States requiring notice to the state regulator within 14 days  Vermont 
States requiring notice to the state regulator within 30 days  Colorado (> 500); Florida (> 500); Washington (> 500 residents) 
States requiring notice to the state regulator within 45 days  Alabama (> 1,000); Arkansas (>1,000 and at same time individual notice is provided, if sooner); New Mexico (> 

1,000) 
States requiring notice to the state regulator within 60 days  Delaware (>500); South Dakota; Texas (250) 
States requiring notice to the state regulator at the same time as individual notice  Connecticut; District of Columbia (50 or >); Illinois (> 500); Indiana; Iowa (within 5 days of notice to individual); 

Louisiana (within 10 days of notice to individual); Maine; Montana; Nebraska; New York; Virginia 
States requiring notice to the state regulator without unreasonable delay Hawaii (> 1,000); Massachusetts; New Hampshire; North Carolina 
States requiring notice to the state regulator with an affected individual notification threshold Arizona (> 1,000); California (>500); Oregon (>250); Missouri (> 1,000); North Dakota (>250); Rhode Island (>500); 

South Carolina (>1,000); South Dakota (>250) 

1 In addition to fifty states, we include breach notification laws pertaining to the District of Columbia, Guam, Puerto Rico, and the U.S. Virgin Islands 
  
 
 
 



 
 
 

State Regulator notification requirements not specified Alaska; Georgia; Guam; Idaho; Kansas; Kentucky; Michigan; Minnesota; Mississippi; Nevada; Ohio; Oklahoma; 
Pennsylvania; Tennessee; U.S. Virgin Islands; Utah; West Virginia; Wisconsin; Wyoming 

 
CONSUMER REPORTING AGENCY NOTIFICATION TIMELINES 

 
States requiring notice to the credit reporting agencies when providing notice to an individual Massachusetts – as soon as practicable and without unreasonable delay, upon identification of relevant consumer 

reporting agencies by Director of Consumer and Business Affairs; Minnesota (within 48 hours if individual 
notification > 500); Montana; South Dakota 

States requiring notice to the credit reporting agencies within 45 days New Mexico (>1,000) 
States requiring notice to the credit reporting agencies with an affected individual notification threshold Alaska (>1,000); Alabama (>1,000); Arizona (>1,000); Colorado (> 1,000); District of Columbia (>1,000); Florida 

(>1,000); Georgia (>10,000); Hawaii (>1,000); Indiana (>1,000); Kansas (>1,000); Kentucky (>1,000); Maine 
(>1,000); Maryland (>1,000); Michigan (>1,000); Missouri (>1,000); Nevada (>1,000); New Hampshire (>1,000); 
New Jersey (>1,000); New York (>5,000); North Carolina (>1,000); Ohio (>1,000); Oregon (>1,000); Pennsylvania 
(>1,000); Rhode Island (>500); South Carolina (>1,000); Tennessee (>1,000); Texas (>10,000); Vermont (>1,000); 
Virginia (>1,000); West Virginia (>1,000); Wisconsin (>1,000) 

Credit reporting agency notification requirements not specified Arkansas; California; Connecticut; Delaware; Guam; Idaho; Illinois; Iowa; Louisiana; Mississippi; Nebraska; North 
Dakota; Oklahoma; Puerto Rico; Utah; U.S. Virgin Islands; Washington; Wyoming 

 
 
 
 
 
 

State Definition of Personal Information Definition of Breach Individual Notification Timing Notification to State 
Regulator  

Notification to 
Consumer Reporting 

Agencies 
Alabama 

 
Ala. Code 1975 § 

8-38-1 

First initial or first name and last name in combination with one or more of the following 
data elements: (1) a non-truncated Social Security number or tax identification number;  (2) 
a non-truncated driver’s license number, state-issued identification card number, passport 
number, military identification number, or other unique identification number issued on a 
government document used to verify the identity of a specific individual; (3) a financial 
account number, including a bank account number, credit card number, or debit card 
number, in combination with any security code, access code, password, expiration date, or 
PIN, that is necessary to access the financial account or to conduct a transaction that will 
credit or debit the financial account; (4) any information regarding an individual's medical 
history, mental or physical condition, or medical treatment or diagnosis by a health care 
professional; (5) health insurance policy number or subscriber identification number and 
any unique identifier used by a health insurer to identify the individual;  
(6) a user name or email address, in combination with a password or security question and 
answer that would permit access to an online account affiliated with the covered entity that 
is reasonably likely to contain or is used to obtain sensitive personally identifying 
information. 

unauthorized acquisition of 
data in electronic form 
containing sensitive personally 
identifying information. 
 

as expeditiously as possible and 
without unreasonable delay and 
within 45 days of the covered 
entity's determination that a 
breach has occurred and is 
reasonably likely to cause 
substantial harm to the 
individuals to whom the 
information relates 
 

> 1,000, as expeditiously as 
possible and without 
unreasonable delay and 
within 45 days of the 
covered entity's 
determination that a breach 
has occurred  

> 1,000 individuals at a 
single time, the entity shall 
also notify, without 
unreasonable delay, all 
consumer reporting 
agencies 

Alaska 
 
Alaska Stat. 45.48.010 

et seq. 

First initial or first name and last name in combination with one or more of the following 
data elements: (1) Social Security number; (2) driver's license number or state identification 
card number; (3) account number, credit card number, or debit card number if an account 

unauthorized acquisition, or 
reasonable belief of 
unauthorized acquisition, of 
personal information 

most expeditious time possible 
and without unreasonable delay 

Regulator notification 
requirement provided only 
for risk of harm 
determination 

>1,000 state residents, the 
Entity shall notify all 
consumer credit reporting 
agencies 

  
 
 
 



 
 
 

can only be accessed with a personal code, a personal identification number, or a password; 
(4) passwords, personal identification numbers, or other access codes for financial accounts. 

 

Arizona 
 

Ariz. Rev. Stat. § 
18-552 

(I.) First initial or first name and last name in combination with one or more of the following 
data elements when the data element is not encrypted, redacted or secured by any other 
method rendering the element unreadable or unusable: (1) Social Security number; (2) 
driver’s license number or number on a non-operating identification license; (3) a private 
key that is unique to an individual and that is used to authenticate or sign an electronic 
record; (4) financial account number or credit or debit card number in combination with any 
required security code, access code or password that would permit access to the individual's 
financial account; (5) health insurance identification number; (6) information about an 
individual’s medical or mental health treatment or diagnosis by a healthcare professional; 
(7) passport number; (8) taxpayer identification number or identity protection personal 
identification number issued by the Internal Revenue Service; (9) unique biometric data 
generated from a measurement or analysis of human body characteristics to authenticate an 
individual when accessing an online account.  
 
(II.) An individual’s username or e-mail address in combination with a password or security 
question and answer that allows access to an online account 

unauthorized acquisition of and 
access to unencrypted or 
unredacted computerized data 
. 

within 45 days after the 
determination of a security 
breach  

> 1000 AZ residents, notify 
the Attorney General, in 
writing, in a form 
prescribed by rule or order 
of the Attorney General, or 
by providing a copy of the 
individual notification 

> 1,000 AZ residents, the 
Entity shall also notify the 
three largest nationwide 
consumer reporting 
agencies 
 
 

Arkansas 
 

Ark. Code Ann. § 
4-110-101 et seq. 

First initial or first name and last name in combination with one or more of the following 
data elements when either the name or the data elements is not encrypted or redacted: (1) 
Social Security number; (2) driver’s license number or Arkansas identification card number; 
(3) account number, credit card number, or debit card number in combination with any 
required security code, access code, or password that would permit access to an individual’s 
financial account; (4) medical information; (5) biometric data, which means data generated 
by automatic measurements of an individual’s biological characteristics, including: 
fingerprints; face prints; a retinal or iris scan; hand geometry; voiceprint analysis; DNA; or 
any other unique biological characteristics of an individual if the characteristics are used by 
the owner or licensee to uniquely authenticate the individual’s identity when the individual 
accesses a system or account. 

unauthorized acquisition of 
computerized data  

most expedient time and manner 
possible and without 
unreasonable delay 
 

> 1,000 individuals, notice 
to AG at the same time the 
security breach is disclosed 
to an affected individual or 
within 45 days  

Consumer Reporting 
Agency notification 
requirements not specified 
 

California  
 

Cal. Civ. Code § 
1798.29, 1798.82 et seq. 

 

(I.) An individual’s first initial or first name and last name in combination with any one or 
more of the following data elements when either the name or data elements are not 
encrypted or redacted: (1) Social Security number; (2) driver’s license number, California 
identification card number tax identification number, passport number, military 
identification number, or other unique identification number issued on a government 
document commonly used to verify the identity of a specific individual; (3) account number, 
credit or debit card number, in combination with any required security code, access code, or 
password that would permit access to an individual’s financial account; (4) medical 
information, (5) health insurance information; and (6) unique biometric data generated from 
measurements or technical analysis of human body, such as fingerprint, retina, or iris image, 
used to authenticate a specific individual. Unique biometric data does not include a physical 
or digital photograph, unless used or stored for facial recognition purposes (7) information 
or data collected through the use or operation of an automated license plate recognition 
system 
 
(II.) A username or e-mail address, in combination with a password or security question and 
answer that would permit access to an online account. 

unauthorized acquisition of 
computerized data  

most expedient time possible and 
without unreasonable delay 

> 500 California residents 
and  
electronically submit a 
single sample copy of that 
security breach notification, 
excluding any personally 
identifiable information, to 
the Attorney General 

Consumer Reporting 
Agency notification 
requirements not specified 
 

  
 
 
 



 
 
 

Colorado 
 

Colo. Rev. Stat. § 
6-1-716 

(I.) First initial or first name and last name in combination with one or more of the following 
data elements when the data are not encrypted, redacted, or otherwise rendered unreadable: 
(1) Social Security number; (2) student, military, or passport identification number; (3) 
driver’s license or other identification card number; (4) medical information; (5) health 
insurance identification number; or (6) biometric data. 
 
(II.) Username or email address, in combination with a password or security question that 
would permit access to online account  
 
(III.) Account number or credit card number or debit card number in combination with any 
requires security code, access cord, or password that would permit access. 

unauthorized acquisition of 
unencrypted computerized data 

most expedient time possible and 
without unreasonable delay, but 
must be made not later than 30 
days after the date of 
determination that the breach 
occurred 
 

 

> 500 Colorado residents, 
the entity must provide 
notice to the Attorney 
General not later than 30 
days after the date of 
determination that the 
breach occurred 
 

>1,000 Colorado residents 
notify, without 
unreasonable delay, all 
consumer reporting 
agencies  
 

Connecticut 
 

Conn. Gen. Stat. § 
36a-701b 

first initial or first name and last name in combination with one or more of the following 
data elements: (1) Social Security number; (2) driver’s license number or state identification 
card number; or (3) account number, credit or debit card number, in combination with any 
required security code, access code, or password that would permit access to the 
individual’s financial account 

unauthorized access to or 
unauthorized acquisition of 
electronic files, media, 
databases or computerized data 

without unreasonable delay but 
not later than 90 days after the 
discovery of such breach, unless a 
shorter time is required under 
federal law 

not later than the time 
when notice is provided to 
the resident, also provide 
notice of the breach of 
security to the Attorney 
General 

Consumer Reporting 
Agency notification 
requirements not specified  
 

Delaware 
 

Del. Code tit. 6, § 
12B-101 et seq. 

 

first initial or first name and last name in combination with one or more of the following 
data elements: (1) Social Security Number; (2) driver’s license number or state or federal 
identification card number; (3) account number, credit card number, or debit card number, 
in combination with any required security code, access code, or password that would permit 
access to a resident’s financial account; (4) passport number; (5) username or email address, 
in combination with a password or security question and answer that would permit access to 
an online account; (6) medical history, medical treatment by a healthcare professional, 
diagnosis of mental or physical condition by a healthcare professional, or deoxyribonucleic 
acid profile; (7) health insurance policy number, subscriber identification number, or any 
other unique identifier used by a health insurer to identify the person; (8) unique biometric 
data generated from measurements or analysis of human body characteristics for 
authentication purposes; (9) an individual taxpayer identification number. 

unauthorized acquisition of 
computerized data 

without unreasonable delay but 
not later than 60 days after 
determination of breach of 
security, unless a shorter time is 
required under federal law 

>500 Delaware residents, 
the Entity must provide 
notice to the Delaware 
Attorney General within 
same notice requirement 
window without 
unreasonable delay and at 
the same time notification is 
provided to an individual 
(not later than 60 days) 

Consumer Reporting 
Agency notification 
requirements not specified 
 

District of Columbia 
 

D.C. Code § 28-3851 et. 
seq.  

 

(I.) first initial or first name and last name, or any other personal identifier, in combination 
with one or more of the following data elements can be used to identify a person or the 
person's information: (1) Social security number, Individual Taxpayer Identification 
Number, passport number, driver's license number, District of Columbia identification card 
number, military identification number, or other unique identification number issued on a 
government document commonly used to verify the identity of a specific individual; (2) 
account number, credit card number or debit card number, or any other number or code or 
combination of numbers or codes, such as an identification number, security code, access 
code, or password, that allows access to or use of an individual's financial or credit account; 
(3) medical information; (4) genetic information and deoxyribonucleic acid profile; (5) 
health insurance information, including a policy number, subscriber information number, or 
any unique identifier used by a health insurer to identify the person that permits access to an 
individual's health and billing information; (6) biometric data of an individual generated by 
automatic measurements of an individual's biological characteristics, such as a fingerprint, 
voice print, genetic print, retina or iris image, or other unique biological characteristic, that 
is used to uniquely authenticate the individual's identity when the individual accesses a 
system or account; or (7) any combination of data elements included in this sub-paragraph 

unauthorized acquisition of 
computerized or other 
electronic data or any 
equipment or device storing 
such data 

most expedient time possible and 
without unreasonable delay 

 

At the same time individual 
notice is provided, 
promptly provide written 
notice to the Office of the 
Attorney General for the 
District of Columbia if the 
breach affects 50 or more 
District residents 

> 1,000 District residents at 
a single time, the covered 
entity shall also notify, 
without unreasonable 
delay, all consumer 
reporting agencies 
 

  
 
 
 

http://delcode.delaware.gov/title6/c012b/index.shtml
http://delcode.delaware.gov/title6/c012b/index.shtml


 
 
 

that would enable a person to commit identity theft without reference to a person's first 
name or first initial and last name or other independent personal identifier. 
  
(II.) A username or e-mail address in combination with a password, security question and 
answer, or other means of authentication, or any combination of data elements included in 
the sub-paragraph (i) that permits access to an individual's e-mail account. 

Florida  
 

Fla. Stat. § 501.171 

(I.) first initial or first name and last name in combination with one or more of the following 
data elements if the data elements are not encrypted: (1) Social Security number; (2) 
driver’s license number or identification card number, passport number, military 
identification number or other similar number issued on a government document used to 
verify identity; (3) financial account number, credit card number, or debit card number, in 
combination with any required security code, access code, or password that would permit 
access to an individual’s financial account; (4) any information regarding an individual’s 
medical history, mental or physical condition or medical treatment or diagnosis by a health 
care professional; or (5) an individual’s health insurance policy number of subscriber 
identification number and any unique identifier used by a health insurer to identify the 
individual.  
  
(II.) A username or e-mail address, in combination with a password or security question and 
answer that would permit access to an online account. 

unauthorized access of data in 
electronic form containing 
personal information.  

as expeditiously as practicable 
and without unreasonable delay 
but no later than 30 days after the 
determination of a breach or 
reason to believe a breach 
occurred  

> 500, notify Department of 
Legal Affairs as 
expeditiously as 
practicable, but no later 
than 30 days after the 
determination of the breach 
or reason to believe a 
breach occurred  
 
may receive 15 additional 
days to provide notice if 
good cause for delay is 
provided in writing to the 
department within 30 days 
after determination of the 
breach  

> 1,000 individuals at a 
single time, the covered 
entity shall also notify, 
without unreasonable 
delay, all consumer 
reporting agencies 
 

Georgia 
 

Ga. Code Ann. § 
10-1-910 

first initial or first name and last name in combination with one or more of the following 
data elements when either the name or the data elements are not encrypted or redacted: (1) 
Social Security number; (2) driver’s license number or state identification card number; (3) 
account number, credit card number, or debit card number, if circumstances exist wherein 
such a number could be used without additional identifying information, access codes, or 
passwords; (4) account passwords or PINs or other access codes; or (5) any of the items in 
this subparagraph when not in connection with the individual’s first name or first initial and 
last name, if the information compromised would be sufficient to perform or attempt to 
perform identity theft against the person whose information was compromised. 

unauthorized acquisition of an 
individual’s electronic data 
 

most expedient time possible 
without unreasonable delay 

Regulator notification 
requirements not specified  
 

> 10,000, also notify, 
without unreasonable 
delay, all consumer 
reporting agencies 

Guam 
 

9 Guam Code Ann. 
48.10 et seq. 

first initial or first name and last name in combination with one or more of the following 
data elements that relate to a resident of Guam, when the data elements are neither 
encrypted nor redacted: (1) Social Security number; (2) driver's license number or Guam 
identification card number issued in lieu of a driver's license; or (3) financial account 
number, or credit card or debit card number, in combination with any required security 
code, access code or password that would permit access to a resident's financial accounts. 

unauthorized access and 
acquisition of unencrypted and 
unredacted computerized data 

without unreasonable delay Regulator notification 
requirements not specified 
 

Consumer Reporting 
Agency notification 
requirements not specified 

Hawaii 
 

H.R.S. § 487N-1 

first initial or first name and last name in combination with one or more of the following 
data elements when either the name or the data elements are not encrypted: (1) Social 
security number; (2) driver's license number or Hawaii identification card number; or 
(3) account number, credit or debit card number, access code, or password that would 
permit access to an individual's financial account 

unauthorized access to and 
acquisition of unencrypted or 
unredacted records or data 
containing personal information 

without unreasonable delay > 1,000 Hawaiian residents, 
and entity shall provide 
written notice to Hawaii’s 
Office of Consumer 
Protection without 
unreasonable delay 

>1,000 Hawaiian residents 
at one time, the person 
shall also notify, without 
unreasonable delay, all 
consumer reporting 
agencies 

Idaho 
 

first initial or first name and last name in combination with one or more of the following 
data elements when either the name or the data elements are not encrypted: (1) Social 
Security number; (2) driver’s license number or Idaho identification card number; or (3) 

illegal acquisition of 
unencrypted computerized data 

most expedient time possible and 
without unreasonable delay 
 

Regulator notification 
requirements not specified  
 

Consumer Reporting 
Agency requirements not 
specified 

  
 
 
 



 
 
 

Idaho Stat. §§ 
28-51-104 et seq. 

account number, or credit or debit card number, in combination with any required security 
code, access code, or password that would permit access to a resident’s financial account. 

 

Illinois 
 

815 ILCS 530/1 et seq. 
 

(I.) first initial or first name and last name in combination with one or more of the following 
data elements when either the name or the data elements are not encrypted or redacted, or 
are encrypted or redacted but the keys to unencrypt or un-redact or otherwise read the name 
or data elements have been acquired through a breach of security: (1) Social Security 
number; (2) driver’s license number or state identification card number; (3) account number 
or credit or debit card number, or an account number or credit card number in combination 
with any required code or password that would permit access to an individual’s financial 
account; (4) medical information; (5) health insurance information; or (6) unique biometric 
data generated from measurements or technical analysis of human body characteristics used 
by the owner or licensee to authenticate an individual, such as a fingerprint, retina or iris 
image, or other unique physical representation or digital representation of biometric data 
 
(II.) user name or email address, in combination with a password or security question and 
answer that would permit access to an online account, when either the user name or email 
address or password or security question and answer are not encrypted or redacted or are 
encrypted or redacted but the keys to unencrypt or un-redact or otherwise read the data 
elements have been obtained through the breach of security. 

unauthorized acquisition of 
computerized data 

most expedient time possible and 
without unreasonable delay 
 

> 500 Illinois residents as a 
result of a single breach of 
the security system shall 
provide notice to the 
Attorney General in the 
most expedient time 
possible and without 
unreasonable delay, but in 
no event later than when 
the data collector provides 
notice to consumers 

Consumer Reporting 
Agency notification 
requirements not specified 
 

Indiana 
 

In. Code Ann. § 
24-4.9-1-1 et seq.  

 

first initial or first name and last name in combination with one or more of the following 
data elements and one or more of the following data elements that are not encrypted or 
redacted: (1) Social Security number; (2) driver’s license number or state ID card number; 
(3) a credit card number; (4) an account number, credit card number, debit card number, 
security code, access code, or password that would permit access to the person’s financial 
account. 

unauthorized acquisition of 
computerized data  
 

without unreasonable delay 
 

If individual is notified, 
disclose the breach to the 
attorney general 

> 1,000 consumers shall 
also disclose to each 
consumer reporting agency 

Iowa 
 

Iowa Code § 715C 
 

first initial or first name and last name in combination with one or more of the following 
data elements if any of the data elements are not encrypted, redacted or otherwise altered 
and the keys to unencrypt, redact or otherwise read the data elements have not been 
obtained through the breach: (1) Social Security number; (2) driver’s license number or 
other unique identification number created or collected by a government body; (3) financial 
account number, credit card number, or debit card number in combination with any required 
expiration date, security code, access code, or password that would permit access to an 
individual’s financial account; (4) unique electronic identifier or routing code, in 
combination with any required security code, access code, or password that would permit 
access to an individual’s financial account; (5) unique biometric data, such as a fingerprint, 
retina or iris image, or other unique physical representation or digital representation of 
biometric data. 

unauthorized acquisition of 
personal information 
maintained in computerized 
form 

most expeditious manner possible 
and without unreasonable delay 

> 500 Iowa residents, an 
Entity shall provide written 
notice of the breach of 
security to the director of 
the consumer protection 
division of the office of the 
attorney general within 5 
business days after giving 
notice of the breach of 
security to any consumer 

Consumer Reporting 
Agency notification 
requirements not specified 
 

Kansas 
 

Kan. Stat. § 50-7a01 et 
seq. 

first initial or first name and last name in combination with one or more of the following 
data elements when the data elements are neither encrypted nor redacted: (1) Social Security 
number; (2) driver’s license number or state identification card number; or (3) financial 
account number, or credit or debit account number, alone or in combination with any 
required code or password that would permit access to a consumer’s financial account. 

unauthorized access and 
acquisition of unencrypted or 
unredacted computerized data 
 

give notice as soon as possible and 
the most expedient time possible 
and without unreasonable delay 

Regulator notification 
requirements not specified 
 

>1,000 consumers at one 
time, the person shall also 
notify, without 
unreasonable delay, all 
consumer reporting 
agencies 

Kentucky 
 

first initial or first name and last name in combination with one or more of the following 
data elements when the name or data element is not redacted: (1) Social Security number; 
(2) driver’s license number; or (3) account number, credit or debit card number, in 

unauthorized acquisition of 
unencrypted and unredacted 
computerized data  

most expedient time possible and 
without unreasonable delay 

Regulator notification 
requirements not specified 
 

> 1,000 persons at one 
time, the person shall also 
notify, without 

  
 
 
 



 
 
 

Ky. Rev. Stat. § 
365.732 

 

combination with any required security code, access code or password permitting access to 
an individual’s financial account 

unreasonable delay, all 
consumer reporting 
agencies and credit 
bureaus  

Louisiana 
 

La. Stat. Ann § 
51:3071 et seq. 

 

first initial or first name and last name in combination with one or more of the following 
data elements when the name or the data element is not encrypted or redacted: (1) Social 
security number; (2) driver's license number or state identification card number; (3) account 
number, credit or debit card number, in combination with any required security code, access 
code, or password that would permit access to an individual's financial account; (4) passport 
number; (5) biometric data 

reasonable likelihood to 
result in the unauthorized 
acquisition of and access to 
personal information  
 

most expedient time possible and 
without unreasonable delay but 
not later than 60 days  

written notice to the 
Consumer Protection 
Section of the Attorney 
General's Office, which will 
be considered timely if 
received within 10 days of 
notice to residents 

Consumer Reporting 
Agency notification 
requirements not specified 
 

Maine 
 

10 Me. Rev. Stat. § 
1346 et seq. 

first initial or first name and last name in combination with one or more of the following 
data elements when either the name or the data elements are not encrypted or redacted: (1) 
Social Security number; (2) driver's license number or state identification card number; (3) 
account number, credit card number or debit card number, if circumstances exist wherein 
such a number could be used without additional identifying information, access codes or 
passwords; (4) account passwords or personal identification numbers or other access codes; 
or (5) any of the data elements contained above when not in connection with the individual's 
first name, or first initial, and last name, if the information if compromised would be 
sufficient to permit a person to fraudulently assume or attempt to assume the identity of the 
person whose information was compromised 

unauthorized acquisition, 
release or use of an individual's 
computerized data 

as expediently as possible and 
without unreasonable delay, but 
no more than 30 days 

notify Department of 
Professional and Financial 
Regulation, or if the person 
is not regulated by the 
department, the Attorney 
General, when any Maine 
resident is notified  

>1,000 consumers at one 
time, the person shall also 
notify, without 
unreasonable delay, all 
consumer reporting 
agencies 

Maryland 
 

Md. Code Com. Law 
§14-3501 et seq. 

(I.) first initial or first name and last name in combination with one or more of the following 
data elements if any of the data elements are not encrypted, redacted or otherwise protected 
by another method that renders the information unreadable or unusable: (1) Social Security 
number, taxpayer identification number, passport number, or other identification number 
issued by the federal government; (2) driver’s license or state identification card number; 
(3) account number or credit/debit card number, in combination with any required 
security/access code or password that permits access to an individual’s financial account; 
(4) health information including information about an individual’s mental health; (5) health 
insurance policy or certificate number or health insurance subscriber identification number, 
in combination with a unique identifier used by an insurer or an employer that is 
self-insured, that permits access to an individuals’ health information; or (6) biometric data 
of an individual generated by automatic measurements of an individual’s biological 
characteristics such as a fingerprint, voice print, genetic print, retina or iris image, or other 
unique biological characteristic, that can be used to uniquely authenticate the individual’s 
identity when the individual accesses a system or account, or 
  
(II.) A username or email address in combination with a password or security question and 
answer that permits access to an individual’s email account. 

unauthorized acquisition of 
computerized data 
 
 

as soon as reasonably practicable 
after the business conducts the 
investigation but no longer than 
45 days after the business 
concludes the investigation  
 

Prior to giving the 
notification notice to the 
individual a business shall 
provide notice of a breach 
of the security of a system 
to the Office of the 
Attorney General 
 
 

>1,000 individuals, the 
business shall also notify, 
without unreasonable 
delay, each consumer 
reporting agency 

Massachusetts 
 

Mass. Gen. Laws 93H 
§ 1 et seq. 

 

first initial or first name and last name in combination with one or more of the following 
data elements: (1) Social Security number; (2) driver’s license number or state identification 
card number; (3) financial account number, credit or debit card number, with or without a 
security code, access code, or password that would permit access to an individual’s financial 
account 

unauthorized acquisition or use 
of unencrypted data or, 
encrypted electronic data and 
the confidential process or key  

as soon as practicable and without 
unreasonable delay 

as soon as practicable and 
without unreasonable 
delay, notification to the 
MA Attorney General and 
the Director of Consumer 
Affairs and Business 
Regulation  

as soon as practicable and 
without unreasonable 
delay, also provide notice 
to the consumer reporting 
agencies 

  
 
 
 



 
 
 

Michigan 
 

Mich. Comp. Laws § 
445.61 et seq. 

first initial or first name and last name in combination with one or more of the following 
data elements:  (1) Social Security number; (2) driver’s license number or state personal 
identification card number; (3) demand deposit or other financial account number, or credit 
card or debit card number, in combination with any required security code, access code, or 
password that would permit access to any of the resident’s financial accounts 

unauthorized access and 
acquisition of data 

without unreasonable delay 
 

Regulator notification 
requirements not specified. 
 

 >1,000 or more Michigan 
residents, after notifying 
those residents, notify each 
consumer reporting agency 

Minnesota 
 

Minn. Stat. Ann. § 
325E.61  

first initial or first name and last name in combination with one or more of the following 
data elements when the data element is not secured by encryption or another method of 
technology that makes electronic data unreadable or unusable, or was secured and the 
encryption key, password, or other means necessary for reading or using the data was also 
acquired: (1) Social Security number; (2) driver’s license number or Minnesota 
identification card number; (3) financial account number, credit or debit card number, in 
combination with any required security code, access code, or password that would permit 
access to an individual’s financial account 

unauthorized acquisition of 
computerized data 

most expedient time possible and 
without unreasonable delay  

Regulator notification 
requirements not specified 
 

>500 persons at one time, 
the person shall also notify, 
within 48 hours, all 
consumer reporting 
agencies 

Mississippi 
 

Miss. Code Ann. § 
75-24-29 

 

first initial or first name and last name in combination with one or more of the following 
data elements: (1) Social Security number; (2) driver's license number or state identification 
card number; or (3) an account number or credit or debit card number in combination with 
any required security code, access code or password that would permit access to an 
individual's financial account 

unauthorized acquisition of 
electronic files, media, 
databases or computerized data  
 

without unreasonable delay 
 

Regulator notification 
requirements not specified 
 

Consumer Reporting 
Agency notification 
requirements not specified 
 

Missouri 
 

Mo. Rev. Stat. § 
407.1500 

 

first initial or first name and last name in combination with one or more of the following 
data elements if any of the data elements are not encrypted, redacted or otherwise altered by 
any method or technology in such a manner that the name or data elements are unreadable 
or unusable: (1) Social Security number; (2) driver’s license number or other unique 
identification number created or collected by a government body; (3) financial account 
number, credit card number or debit card number in combination with any required security 
code, access code or password that would permit access to an individual’s financial account; 
(4) unique electronic identifier or routing code, in combination with any required security 
code, access code or password that would permit access to an individual’s financial account; 
(5) medical information; or (6) health insurance information 

unauthorized access to and 
unauthorized acquisition of 
personal information 
maintained in computerized 
form 

must be made without 
unreasonable delay  

> 1,000 consumers at one 
time notify, without 
unreasonable delay, the 
attorney general’s office 

>1,000 consumers at one 
time notify without 
unreasonable delay, all 
consumer reporting 
agencies 

Montana 
 

Mon. Code Ann. § 
30-14-1704 

first initial or first name and last name in combination with one or more of the following 
data elements when either the name or the data elements are not encrypted: (1) Social 
Security number; (2) driver's license number, state identification card number, or tribal 
identification card number; (3) account number or credit or debit card number, in 
combination with any required security code, access code, or password that would permit 
access to an individual's financial account; (4) medical record information as defined by 
Montana statute; (5) a taxpayer identification number; or (6) an identity protection personal 
identification number issued by the United States internal revenue service. 

unauthorized acquisition of 
computerized data 

must be made without 
unreasonable delay 

At the same time as 
individual notice, 
simultaneously submit an 
electronic copy of the 
notification to the Attorney 
General's Office of 
Consumer Protection 

If a business that is 
required to issue a 
notification suggests, 
indicates, or implies to the 
individual that the 
individual may obtain a 
copy of the file on the 
individual from a 
consumer credit reporting 
agency, the business shall 
coordinate with the 
consumer reporting agency  

Nebraska 
 

Neb. Rev. St. § 87-802 
et. Seq. 

(I.) first initial or first name and last name in combination with one or more of the following 
data elements if either the name or the data elements are not encrypted, redacted, or 
otherwise altered by any method or technology in such a manner that the name or data 
elements are unreadable: (1) Social Security number; (2) Motor vehicle operator's license 
number or state identification card number; (3) account number or credit or debit card 
number, in combination with any required security code, access code, or password that 

unauthorized acquisition of 
unencrypted computerized data 

as soon as possible and without 
unreasonable delay 

not later than the time 
when notice is provided to 
the Nebraska resident, 
provide notice of the breach 
of security of the system to 
the Attorney General 

Consumer Reporting 
Agency notification 
requirement not specified 
by statute 

  
 
 
 



 
 
 

would permit access to a resident's financial account; (4) unique electronic identification 
number or routing code, in combination with any required security code, access code, or 
password; or (5) unique biometric data, such as a fingerprint, voice print, or retina or iris 
image, or other unique physical representation; or 
 
(II.) a user name or email address, in combination with a password or security question and 
answer, that would permit access to an online account. 

Nevada  
 

Nev. Rev. Stat. Ann. § 
603A.010 et seq. 

first initial or first name and last name in combination with one or more of the following 
data elements when the name and data elements are not encrypted: 
(1) Social Security number; (2) driver's license number, driver authorization card number or 
identification card number; (3) account number, credit card number or debit card number, in 
combination with any required security code, access code or password that would permit 
access to the person's financial account; (4) medical identification number or a health 
insurance identification number; (5) username, unique identifier or electronic mail address 
in combination with a password, access code or security question and answer that would 
permit access to an online account 

unauthorized acquisition of 
computerized data 
 

most expedient time possible and 
without unreasonable delay 

Regulator notification 
requirements not specified.  
 
 

> 1,000, must notify any 
consumer reporting agency  

New Hampshire 
 

N.H. Rev. Stat. § 
359-C:19 et seq. 

 

first initial or first name and last name in combination with one or more of the following 
data elements when either the name or the data elements are not encrypted: (1) Social 
Security number; (2) driver's license number or other government identification number; (3) 
account number, credit card number, or debit card number, in combination with any 
required security code, access code, or password that would permit access to an individual's 
financial account 

unauthorized acquisition of 
computerized data 

as soon as possible Notification must be made 
to primary regulatory 
authority over trade or 
commerce or the New 
Hampshire Attorney 
General's office 

> 1,000 persons at one 
time, notify without 
unreasonable delay, all 
consumer reporting 
agencies 

New Jersey 
 

N.J. Rev. Stat. § 
56:8-161 et seq. 

 

first initial or first name and last name in combination with one or more of the following 
data elements: (1) Social Security number; (2) driver's license number or State identification 
card number; (3) account number or credit or debit card number, in combination with any 
required security code, access code, or password that would permit access to an individual's 
financial account; or (4) username, email address, or any other account holder identifying 
information, in combination with any password or security question and answer that would 
permit access to an online account. (5) dissociated data that, if linked, would constitute 
personal information is personal information if the means to link the dissociated data were 
accessed in connection with access to the dissociated data 

unauthorized access to 
electronic files, media or data 
 

most expedient time possible and 
without unreasonable delay 

prior to disclosure to the 
customer, report the breach 
of security and any 
information pertaining to 
the breach to the Division 
of State Police in the 
Department of Law and 
Public Safety 

> 1,000 persons at one 
time, notify without 
unreasonable delay, all 
consumer reporting 
agencies 

New Mexico 
 

N.M. Stat. Ann. 
§57-12C-2 et seq. 

first initial or first name and last name in combination with one or more of the following 
data elements when the data elements are not protected through encryption or redaction or 
otherwise rendered unreadable or unusable: (1) Social Security number; (2) driver's license 
number; (3) government-issued identification number; (4) account number, credit card 
number or debit card number in combination with any required security code, access code 
or password that would permit access to a person's financial account; or (5) biometric data 

unauthorized acquisition of 
unencrypted computerized 
data, or of encrypted 
computerized data and the 
confidential process or key used 
to decrypt the encrypted 
computerized data 
 

most expedient time possible, but 
not later than 45 calendar days 
following discovery of the security 
breach 
 

> 1,000 New Mexico 
residents, then notification 
must be made to the New 
Mexico Attorney General in 
the most expedient time 
possible, and no later than 
45 calendar days 

> 1,000 New Mexico 
residents, notify the major 
consumer reporting 
agencies in the most 
expedient time possible, 
but not later than 45 
calendar days following 
discovery of the security 
breach 

New York 
 

N.Y. Gen. Bus. Law 
§ 899-aa et seq.  

(I.) personal information consisting of any information in combination with any one or more 
of the following data elements, when either the data element or the combination of personal 
information plus the data element is not encrypted, or is encrypted with an encryption key 
that has also been accessed or acquired: (1) Social Security number; (2) driver's license 
number or non-driver identification card number; (3) account number, credit or debit card 
number, in combination with any required security code, access code, password or other 

unauthorized access to or 
acquisition or access or 
acquisition without valid 
authorization of computerized 
data 
 

most expedient time possible and 
without unreasonable delay 
 

In the event that any New 
York residents are to be 
notified, notify the state 
Attorney General, the 
consumer protection board, 
the division of state police, 

> 5,000 New York 
residents are to be notified 
at one time, the person or 
business shall also notify 
consumer reporting 
agencies without delaying 

  
 
 
 



 
 
 

information that would permit access to an individual's financial account; (4) account 
number, credit or debit card number, if circumstances exist wherein such number could be 
used to access an individual's financial account without additional identifying information, 
security code, access code, or password; or (5) biometric information, meaning data 
generated by electronic measurements of an individual's unique physical characteristics, 
such as a fingerprint, voice print, retina or iris image, or other unique physical 
representation or digital representation of biometric data which are used to authenticate or 
ascertain the individual's identity; or 
 
(II.) a username or e-mail address in combination with a password or security question and 
answer that would permit access to an online account 

and the state Office of 
Information Technology 
Services as to the timing, 
content and distribution of 
the notices and 
approximate number of 
affected persons.  

notice to affected New 
York residents 

North Carolina 
 

N.C. Gen. Stat. § 75-61 
et seq. 

first initial or first name and last name in combination with one or more of the following 
data elements: (1) Social Security or employer taxpayer identification numbers; (2) driver’s 
license, state identification card, or passport numbers; (3) checking account numbers; (4) 
savings account numbers; (5) credit card numbers; (6) debit card numbers; (7) Personal 
Identification (PIN) Code as defined by North Carolina statute; (8) electronic identification 
numbers, electronic mail names or addresses, Internet account numbers, or Internet 
identification names; (9) digital signatures; (10) any other numbers or information that can 
be used to access a person's financial resources; (11) biometric data; (12) fingerprints; (13) 
passwords; (14) parent's legal surname prior to marriage 

unauthorized access to and 
acquisition of unencrypted and 
unredacted records or data  

without unreasonable delay the business shall notify, 
without unreasonable 
delay, the Consumer 
Protection Division of the 
Attorney General’s Office 

> 1,000 persons at one time 
notify, without 
unreasonable delay, all 
consumer reporting 
agencies  

North Dakota 
 

N.D. Cent. Code § 
51-30-01 et seq. 

 

first initial or first name and last name in combination with one or more of the following 
data elements when the name and the data elements are not encrypted: (1) Social Security 
number; (2) license number assigned to an individual by the department of transportation 
under North Dakota statute; (3) a non-driver color photo identification card number 
assigned to the individual by the department of transportation under North Dakota statute; 
(4) financial institution account number, credit card number, or debit card number in 
combination with any required security code, access code, or password that would permit 
access to an individual's financial accounts; (5) date of birth; (6) the maiden name of the 
individual's mother; (7) medical information; (8) health insurance information; (9) an 
identification number assigned to the individual by the individual's employer in combination 
with any required security code, access code, or password; or (10) a digitized or other 
electronic signature 

unauthorized acquisition of 
computerized data  

most expedient time possible and 
without unreasonable delay 

disclose to the attorney 
general by mail or 
electronic mail any breach 
of the security system which 
exceeds 250 individuals 

Consumer Reporting 
Agency notification 
requirements not specified  
 

Ohio 
 

Ohio Rev. Code Ann § 
1349.19 et seq. 

 

first initial or first name and last name in combination with one or more of the following 
data elements when the data elements are not encrypted, redacted, or altered by any method 
or technology in such a manner that the data elements are unreadable: (1) Social Security 
number; (2) driver's license number or state identification card number; (3) account number 
or credit or debit card number, in combination with and linked to any required security 
code, access code, or password that would permit access to an individual's financial account 

unauthorized access to and 
acquisition of computerized 
data 

most expedient time possible but 
not later than 45 days following 
its discovery or notification of the 
breach in the security of the 
system 

Regulator notification 
requirements are not 
specified 

> 1,000 residents, notify 
without unreasonable 
delay, all consumer 
reporting agencies 
 

Oklahoma 
 

Okla. Stat. Ann. tit. 24, 
§ 161 et seq. 

first initial or first name and last name in combination with one or more of the following 
data elements when the data elements are neither encrypted nor redacted: (1) Social Security 
number; (2) driver’s license number or state identification card number issued in lieu of a 
driver license, or (3) financial account number, or credit card or debit card number, in 
combination with any required security code, access code, or password that would permit 
access to the financial accounts of a resident 

unauthorized access and 
acquisition of unencrypted and 
unredacted computerized data 

without unreasonable delay Regulator notification 
requirements not specified 

Consumer Reporting 
Agency notification 
requirements not specified 

Oregon  
 

(I.) first initial or first name and last name in combination with one or more of the following 
data elements if encryption, redaction or other methods have not rendered the data elements 

unauthorized acquisition of 
computerized data 

most expeditious manner possible, 
without unreasonable delay, but 

Required notification to the 
Attorney General, either in 

> 1,000 consumers, notify, 
without unreasonable 

  
 
 
 



 
 
 

Or. Rev. Stat.  §§ 
646A.600 et seq. 

unusable or if the data elements are encrypted and the encryption key has been acquired: (1) 
Social Security number; (2) driver’s license number or state identification card number 
issued by the Department of Transportation; (3) passport number or other identification 
number issued by the United States; (4) financial account number, credit card number or 
debit card number, in combination with any required security code, access code or password 
that would permit access to a consumer's financial account, or any other information or 
combination of information that a person reasonably knows or should know would permit 
access to the consumer's financial account; (5) data from automatic measurements of a 
consumer's physical characteristics, such as an image of a fingerprint, retina or iris, that are 
used to authenticate the consumer's identity in the course of a financial transaction or other 
transaction; (6) health insurance policy number or health insurance subscriber identification 
number in combination with any other unique identifier that a health insurer uses to identify 
the consumer; or (7) any information about a consumer's medical history or mental or 
physical condition or about a health care professional's medical diagnosis or treatment of the 
consumer 
 
(II.) A username or other means of identifying a consumer for the purpose of permitting 
access to the consumer's account, together with any other method necessary to authenticate 
the username or means of identification. 
 
(III.) Any of the data elements or any combination of the data elements described in above, 
without the consumer's username, or the consumer's first name or first initial and last name, 
if: (1) encryption, redaction or other methods have not rendered the data element or 
combination of data elements unusable; and (2) the data element or combination of data 
elements would enable a person to commit identity theft against a consumer. 

 
 
 

not later than 45 days after 
discovering or receiving 
notification of the breach of 
security 
 

writing or electronically, if 
the number of consumers to 
whom the person must send 
the notice exceeds 250 
 
 
 

delay, all consumer 
reporting agencies  
 

Pennsylvania 
 

73 Pa. Stat. § 2301 et 
seq. 

 
 

first initial or first name and last name in combination with one or more of the following 
data elements when the data elements are not encrypted or redacted: (1) Social Security 
number; (2) driver's license number or a state identification card number issued in lieu of a 
driver's license; (3) financial account number, credit or debit card number, in combination 
with any required security code, access code or password that would permit access to an 
individual's financial account 

unauthorized access and 
acquisition of computerized 
data 
 

made without unreasonable delay Regulator notification 
requirements not specified 

> 1,000 persons at one 
time, the entity shall also 
notify, without 
unreasonable delay, all 
consumer reporting 
agencies  

Puerto Rico 
 

10 LPRA §4051 et seq. 

Refers to a file containing at least first initial/name and last name in combination with one 
or more of the following data elements together with any of the following data so that an 
association may be established between certain information with 
another and in which the information is legible enough so that in order to access it there is 
no need to use a special cryptographic code: (1) Social Security number; 
(2) driver's license number, voter's identification or other official identification; (3) bank or 
financial account numbers of any type with or without passwords or access code that may 
have been assigned; (4) names of users and passwords or access codes to public or private 
information systems; (5) medical information protected by the HIPAA; (6) tax information; 
(7) work-related evaluations 

access has been permitted to 
unauthorized persons or entities 
to the data files 

as expeditiously as possible Within a non-extendable 
term of 10 days after the 
violation of the system's 
security has been detected, 
the parties responsible shall 
inform the Department of 
Consumer Affairs 

Consumer Reporting 
Agency notification 
requirements not specified 
by statute 

Rhode Island 
 

R.I. Gen. Laws § 
11-49.2-2 

first initial or first name and last name in combination with one or more of the following 
data elements when the name and the data elements are not encrypted or are in hard copy, 
paper format: (1) Social Security number; (2) driver's license number, Rhode Island 
identification card number, or tribal identification number; (3) account number, credit, or 
debit card number, in combination with any required security code, access code, password, 

unauthorized access or 
acquisition of unencrypted, 
computerized data 
information 

most expedient time possible, but 
no later than 45 calendar days 
after confirmation of the breach 

> 500 Rhode Island 
residents, notification to the 
Rhode Island Attorney 
General 

> 500 individuals at one 
time, the entity will 
provide notification to the 
major credit reporting 
agencies 

  
 
 
 



 
 
 

or personal identification number, that would permit access to an individual's financial 
account; (4) medical or health insurance information; or (5) e-mail address with any 
required security code, access code, or password that would permit access to an individual's 
personal, medical, insurance, or financial account 

South Carolina 
 

S.C. Code § 39-1-90 

first initial or first name and last name in combination with one or more of the following 
data elements when the data elements are neither encrypted nor redacted: (1) Social 
Security number; (2) driver's license number or state identification card number issued; (3) 
financial account number, or credit card or debit card number in combination with any 
required security code, access code, or password that would permit access to a resident's 
financial account; or (4) other numbers or information which may be used to access a 
person's financial accounts or numbers or information issued by a governmental or 
regulatory entity that uniquely will identify an individual 

 unauthorized access to and 
acquisition of computerized 
data 
 

most expedient time possible and 
without unreasonable delay 

> 1,000 persons at one time, 
notify, without 
unreasonable delay, the 
Consumer Protection 
Division of the Department 
of Consumer Affairs 

> 1,000 persons at one 
time, the business shall 
notify, without 
unreasonable delay, all 
consumer reporting 
agencies 

South Dakota 
 

SDLC §22-40-19 
 

first initial or first name and last name in combination with one or more of the following 
data elements: (1) Social Security number; (2) driver license number or other unique 
identification number created or collected by a government body; (3) account, credit card, 
or debit card number, in combination with any required security code, access code, 
password, routing number, PIN, or any additional information that would permit access to a 
person's financial account; (4) health information as defined under federal statute; (5) an 
identification number assigned to a person by the person's employer in combination with 
any required security code, access code, password, or biometric data generated from 
measurements or analysis of human body characteristics for authentication purposes 

unauthorized acquisition of 
unencrypted computerized data 

not later than 60 days from the 
discovery or notification of the 
breach of system security 

> 250 South Dakota 
residents, notification to the 
South Dakota Attorney 
General 

If notification is provided 
to a South Dakota resident, 
notification without 
unreasonable delay to all 
consumer reporting 
agencies 

 

Tennessee 
 

Tenn. Code 
§ 47-18-2101 et seq. 

first initial or first name and last name in combination with one or more of the following 
data elements: (1) Social Security number; (2) driver’s license number; or (3) account, 
credit card, or debit card number, in combination with any required security code, access 
code, or password that would permit access to an individual's financial account 

acquisition of unencrypted 
computerized data or encrypted 
computerized data and the 
encryption key 

no later than 45 days from the 
discovery or notification of the 
breach  

Regulator notification 
requirements not specified 

> 1,000 persons at one 
time, notify, without 
unreasonable delay, all 
consumer reporting 
agencies 

Texas  
 

Tex. Bus. & Com. 
Code § 521.001 et seq. 

 

(I.) first initial or first name and last name in combination with one or more of the following 
data elements if the name and the items are not encrypted: (1) Social Security number; (2) 
driver's license number or government-issued identification number; or (3) account number 
or credit or debit card number in combination with any required security code, access code, 
or password that would permit access to an individual's financial account; or 
 
(II.) information that identifies an individual and relates to: (1) the physical or mental health 
or condition of the individual; (2) the provision of health care to the individual; or (3) 
payment for the provision of health care to the individual 

unauthorized acquisition of 
computerized data  
  

as quickly as possible and in any 
case not later than 60 days after 
the date on which person 
determines that the breach 
occurred 
 

if at least 250 Texas 
residents notified, then 
notify the Attorney General 
of that breach not later 
than 60 days after the entity 
determines that a breach 
has occurred.  
 

> 10,000 persons of a 
breach of system security, 
notify without 
unreasonable delay, each 
consumer reporting agency 

U.S. Virgin Islands 
 

14 VIC §2201 through 
§2212 

first initial or first name and last name in combination with one or more of the following 
data elements when either the name or the data elements are not encrypted: (1) Social 
Security number; (2) driver's license number; (3) account number, credit or debit card 
number, in combination with any required security code, access code, or password that 
would permit access to an individual's financial account. 

unauthorized acquisition of 
computerized data 

most expedient time possible and 
without unreasonable delay 

Regulator notification 
requirements not specified 
 

Consumer Reporting 
Agency notification 
requirements not specified 
 

Utah 
 

Utah Code Ann. § 
13-44-101 et seq. 

 
 

first initial or first name and last name in combination with one or more of the following 
data elements when either the name or date element is unencrypted or not protected by 
another method that renders the data unreadable or unusable: (1) Social Security number; 
(2) financial account number, or credit or debit card number and any required security code, 
access code, or password that would permit access to the person's account; (3) driver’s 
license number or state identification number 

unauthorized acquisition of 
computerized data  

most expedient time possible 
without unreasonable delay 

Regulator notification 
requirements not specified 

Consumer Reporting 
Agency notification 
requirements not specified 
 

  
 
 
 



 
 
 

Vermont 
 

9 VSA §2430, §2435 
 

first initial or first name and last name in combination with one or more of the following 
data elements when the data elements are not encrypted, redacted, or protected by another 
method that renders them unreadable or unusable by unauthorized persons: (1) Social 
Security number; (2) driver’s license or non-driver state identification card number, 
individual taxpayer identification number, passport number, military identification card 
number, or other identification number that originates from a government identification 
document that is commonly used to verify identity for a commercial transaction; (3) a 
financial account number or credit or debit card number, if the number could be used 
without additional identifying information, access codes, or passwords; (4) a password, 
personal identification number, or other access code for a financial account; (5) unique 
biometric data generated from measurements or technical analysis of human body 
characteristics used by the owner or licensee of the data to identify or authenticate the 
consumer, such as a fingerprint, retina or iris image, or other unique physical representation 
or digital representation of biometric data; (6) genetic information; and (7) (i) health records 
or records of a wellness program or similar program of health promotion or disease 
prevention; (ii) a health care professional's medical diagnosis or treatment of the consumer; 
or (iii) a health insurance policy number 

unauthorized acquisition of, 
electronic data or a reasonable 
belief of an unauthorized 
acquisition of, electronic data 

most expedient time possible and 
without unreasonable delay, but 
not later than 45 days after the 
discovery or notification 

notify the Attorney General 
or, if applicable to the 
industry, the Department of 
Financial Regulation within 
14 business days, or sooner 
if notice to individuals is 
provided sooner than 14 
days 
 

> 1,000 persons at one 
time, notify, without 
unreasonable delay, all 
consumer reporting 
agencies  

Virginia 
 

Va. Code § 18.2-186.6 

first initial or first name and last name in combination with one or more of the following 
data elements when the data elements are neither encrypted nor redacted: (1) Social Security 
number; (2) driver's license number or state identification card number issued in lieu of a 
driver's license number; (3) financial account number, or credit card or debit card number, 
in combination with any required security code, access code, or password that would permit 
access to a resident's financial accounts; (4) passport number; or (5) military identification 
number 

unauthorized access and 
acquisition of unencrypted and 
unredacted computerized data  
 
 

without unreasonable delay 
following discovery of the breach 
if it will cause or reasonably 
believes has identity theft or fraud 
 

> 1,000 Virginia residents, 
entity shall provide notice 
to the Office of the 
Attorney General and the 
Commissioner of Heath (if 
health information is 
implicated) 
 
 

>1,000 persons, entity shall 
notify, without 
unreasonable delay, all 
consumer reporting 
agencies  

Washington 
 

Rev. Code. Wash. § 
19.255.010 et seq. 

(I.) first initial or first name and last name in combination with one or more of the following 
data elements: (1) Social Security number; (2) driver's license number or Washington 
identification card number; (3) account number or credit or debit card number, in 
combination with any required security code, access code, or password that would permit 
access to an individual's financial account, or any other numbers or information that can be 
used to access a person's financial account; (4) full date of birth; (5) private key that is 
unique to an individual and that is used to authenticate or sign an electronic record; (6) 
student, military, or passport identification number; 
(7) health insurance policy number or health insurance identification number; (8) any 
information about a consumer's medical history or mental or physical condition or about a 
health care professional's medical diagnosis or treatment of the consumer; (8) biometric data 
generated by automatic measurements of an individual's biological characteristics such as a 
fingerprint, voiceprint, eye retinas, irises, or other unique biological patterns or 
characteristics that is used to identify a specific individual 
 
(II.) User name or email address in combination with a password or security questions and 
answers that would permit access to an online account 
 
(III.) Any of the data elements or any combination of the data elements described in above 
without the consumer's first name or first initial and last name if: (i) encryption, redaction, 
or other methods have not rendered the data element or combination of data elements 

unauthorized acquisition of 
data 

most expedient time possible and 
without unreasonable delay, no 
more than 30 calendar days after 
the breach was discovered  
 

> 500 WA residents as a 
result of a single breach, 
notify the Washington 
Attorney General in the 
most expedient time 
possible and without 
unreasonable delay, no 
more than 30 calendar days 
after the breach was 
discovered 
 

Consumer Reporting 
Agency notification 
requirements not specified 
 

  
 
 
 



 
 
 

unusable; and (ii) the data element or combination of data elements would enable a person 
to commit identity theft against a consumer. 

West Virginia 
 

W. Va. Code § 
46A-2A-101 

 

first initial or first name and last name in combination with one or more of the following 
data elements when the data elements are neither encrypted nor redacted: (1) Social Security 
number; (2) driver's license number or state identification card number issued in lieu of a 
driver's license; or (3) financial account number, or credit card, or debit card number in 
combination with any required security code, access code or password that would permit 
access to a resident's financial accounts 

unauthorized access and 
acquisition of unencrypted and 
unredacted computerized data 

without unreasonable delay Regulator notification 
requirements not specified 

> 1,000 persons at one 
time, notify, without 
unreasonable delay, all 
consumer reporting 
agencies  

Wisconsin 
 

Wisc. Stat. § 134.98 
 
 

first initial or first name and last name in combination with one or more of the following 
data elements if the element is not encrypted, redacted, or altered in a manner that renders 
the element unreadable: (1) Social Security number; (2) driver's license number or state 
identification number; (3) the number of the individual's financial account number, 
including a credit or debit card account number, or any security code, access code, or 
password that would permit access to the individual's financial account; (4) DNA profile; 
(5) unique biometric data, including fingerprint, voice print, retina or iris image, or any 
other unique physical representation 

acquired by a person whom the 
entity has not authorized to 
acquire the personal 
information 

make reasonable efforts to notify, 
not to exceed 45 days after the 
entity learns of the acquisition of 
personal information 

Regulator notification 
requirements not specified 

> 1,000 or more 
individuals, notify without 
unreasonable delay all 
consumer reporting 
agencies  
 

Wyoming 
 

Wyo. Stat. §40-12-501 
et seq. 

first initial or first name and last name in combination with one or more of the following 
data elements: (1) Social Security number; (2) driver's license number; (3) account number, 
credit card number or debit card number in combination with any security code, access code 
or password that would allow access to a financial account of the person; (4) tribal 
identification card; (5) federal or state government issued identification card; (6) shared 
secrets or security tokens that are known to be used for data based authentication; (7) 
username or email address, in combination with a password or security question and answer 
that would permit access to an online account; (8) birth or marriage certificate; (9) medical 
information, meaning a person's medical history, mental or physical condition, or medical 
treatment or diagnosis by a health care professional; (10) health insurance information, 
meaning a person's health insurance policy number or subscriber identification number, any 
unique identifier used by a health insurer to identify the person or information related to a 
person's application and claims history; (11) unique biometric data, meaning data generated 
from measurements or analysis of human body characteristics for authentication purposes; 
(12) individual taxpayer identification number 

unauthorized acquisition of 
computerized data 

most expedient time possible and 
without unreasonable delay 

Regulator notification 
requirements not specified 

Consumer Reporting 
Agency notification 
requirements not specified 
 

 
 

  
 
 
 


